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Abstract:  

This research paper investigates the efficacy of a vulnerability scanner utilizing banner 

grabbing techniques coupled with the parsing of exploit databases for identifying potential 

vulnerabilities in network services. Through the integration of Shodan's API and Exploit-DB, 

the scanner aims to automate the process of identifying services, categorizing them, and cross-

referencing them with known exploits. The study evaluates the effectiveness of this approach 

in detecting vulnerabilities across different service categories. Results indicate the scanner's 

capability to accurately identify services and provide insights into potential vulnerabilities, 

facilitating proactive security measures. 
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1. Introduction:  

Banner grabbing is a technique used to gather information about services running on a target 

machine. This information can then be used to identify potential vulnerabilities. Given the 

growing complexity of cyber threats, automated tools that can quickly identify vulnerabilities 

are essential for maintaining robust network security. This study presents an automated tool 

that uses Shodan for network reconnaissance and checks service information against Exploit-

DB to identify vulnerabilities. The tool categorizes services and provides sample Proof of 

Concept (POC) exploits for known vulnerabilities. 
 

2. Material and Methods:  

The study employed a Python-based vulnerability scanner that leverages Shodan's API for 

gathering information about target systems and Exploit-DB for referencing known exploits. 

Banner grabbing techniques were utilized to extract service information, which was then 

categorized based on predefined criteria. The scanner then cross-referenced this information 

with exploit databases to identify potential vulnerabilities. The tool was tested on multiple IPs 

to evaluate its performance and accuracy. The primary components of the script include: 

• Socket Programming: Establishes connections to target IPs and ports. 

• Banner Retrieval: Captures and decodes service banners. 

• Vulnerability Check: Compares retrieved banners against known vulnerabilities in 
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databases such as exploit-db.com. 

The script was tested in controlled environments, including localhost services and known 

public IP addresses with open ports. Services such as Apache HTTP Server, OpenSSH, and 

vsftpd were configured locally to validate the script's functionality. 

 

 

3. Results and Discussion:  

The results demonstrate the effectiveness of the vulnerability scanner in accurately identifying 

services and categorizing them into distinct service categories. Furthermore, the scanner 

successfully cross-referenced service information with exploit databases, providing insights 

into potential vulnerabilities. Sample proof-of-concept (POC) exploit codes were generated for 

identified vulnerabilities, aiding in understanding and mitigation efforts. 

 

 

IP Address Ports Tested Services Detected Banners Retrieved 

127.0.0.1 22, 80, 443 SSH, HTTP, 

HTTPS 

SSH-2.0-OpenSSH_8.0, 

Apache 2.4 

192.168.1.1 21, 22, 80, 443 FTP, SSH, HTTP, 

HTTPS 

vsFTPd 3.0.3, SSH-2.0-

OpenSSH_7.6, Apache 2.4 

Table 1: Summary of Tested IP Addresses and Ports 

 

           Service Banner Known Vulnerabilities 

SSH-2.0-OpenSSH_8.0 No known vulnerabilities 

Apache/2.4.41 (Ubuntu) CVE-2020-11984, CVE-2020-

11993 

vsFTPd 3.0.3 CVE-2019-5017 

Table 2: Retrieved Banners and Identified Vulnerabilities 

 

 

 

The findings highlight the importance of proactive vulnerability detection techniques such as 

banner grabbing and exploit referencing. By automating these processes, organizations can 

enhance their ability to detect and mitigate potential security risks promptly. The discussion 

delves into the implications of the study's findings for both cybersecurity practice and future 

research directions. 

 

4. Conclusion:  

In conclusion, the vulnerability scanner demonstrated promising capabilities in identifying 

potential vulnerabilities through banner grabbing and exploit referencing techniques. By 

automating these processes, organizations can bolster their cybersecurity posture and mitigate 
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risks effectively. Further research is warranted to refine the scanner's algorithms and extend its 

capabilities to address emerging threats. This research presents an automated vulnerability 

assessment tool that leverages banner grabbing and Exploit-DB cross-referencing. The tool 

effectively identifies and categorizes services, providing a basis for vulnerability assessment. 

While the tool did not find vulnerabilities for every service, it demonstrated the potential for 

improving network security through automation. Future enhancements could include 

integrating additional databases and refining service categorization. 
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