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Abstract:

This research paper investigates the efficacy of a vulnerability scanner utilizing banner
grabbing techniques coupled with the parsing of exploit databases for identifying potential
vulnerabilities in network services. Through the integration of Shodan's API and Exploit-DB,
the scanner aims to automate the process of identifying services, categorizing them, and cross-
referencing them with known exploits. The study evaluates the effectiveness of this approach
in detecting vulnerabilities across different service categories. Results indicate the scanner's
capability to accurately identify services and provide insights into potential vulnerabilities,
facilitating proactive security measures.
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1. Introduction:

Banner grabbing is a technique used to gather information about services running on a target
machine. This information can then be used to identify potential vulnerabilities. Given the
growing complexity of cyber threats, automated tools that can quickly identify vulnerabilities
are essential for maintaining robust network security. This study presents an automated tool
that uses Shodan for network reconnaissance and checks service information against Exploit-
DB to identify vulnerabilities. The tool categorizes services and provides sample Proof of
Concept (POC) exploits for known vulnerabilities.

2. Material and Methods:
The study employed a Python-based vulnerability scanner that leverages Shodan's API for
gathering information about target systems and Exploit-DB for referencing known exploits.
Banner grabbing techniques were utilized to extract service information, which was then
categorized based on predefined criteria. The scanner then cross-referenced this information
with exploit databases to identify potential vulnerabilities. The tool was tested on multiple IPs
to evaluate its performance and accuracy. The primary components of the script include:

e Socket Programming: Establishes connections to target IPs and ports.

e Banner Retrieval: Captures and decodes service banners.

e Vulnerability Check: Compares retrieved banners against known vulnerabilities in
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databases such as exploit-db.com.
The script was tested in controlled environments, including localhost services and known
public IP addresses with open ports. Services such as Apache HTTP Server, OpenSSH, and
vsftpd were configured locally to validate the script's functionality.

3. Results and Discussion:

The results demonstrate the effectiveness of the vulnerability scanner in accurately identifying
services and categorizing them into distinct service categories. Furthermore, the scanner
successfully cross-referenced service information with exploit databases, providing insights
into potential vulnerabilities. Sample proof-of-concept (POC) exploit codes were generated for
identified vulnerabilities, aiding in understanding and mitigation efforts.

IP Address Ports Tested Services Detected | Banners Retrieved

127.0.0.1 22, 80, 443 SSH, HTTP, | SSH-2.0-OpenSSH_8.0,
HTTPS Apache 2.4

192.168.1.1 21, 22, 80, 443 FTP, SSH, HTTP, | vsfTPd  3.0.3, SSH-2.0-
HTTPS OpenSSH_7.6, Apache 2.4

Table 1: Summary of Tested IP Addresses and Ports

Service Banner Known Vulnerabilities
SSH-2.0-OpenSSH_8.0 No known vulnerabilities
Apache/2.4.41 (Ubuntu) CVE-2020-11984, CVE-2020-

11993
vsFTPd 3.0.3 CVE-2019-5017

Table 2: Retrieved Banners and Identified Vulnerabilities

The findings highlight the importance of proactive vulnerability detection techniques such as
banner grabbing and exploit referencing. By automating these processes, organizations can
enhance their ability to detect and mitigate potential security risks promptly. The discussion
delves into the implications of the study's findings for both cybersecurity practice and future
research directions.

4. Conclusion:

In conclusion, the vulnerability scanner demonstrated promising capabilities in identifying
potential vulnerabilities through banner grabbing and exploit referencing techniques. By
automating these processes, organizations can bolster their cybersecurity posture and mitigate
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risks effectively. Further research is warranted to refine the scanner's algorithms and extend its
capabilities to address emerging threats. This research presents an automated vulnerability
assessment tool that leverages banner grabbing and Exploit-DB cross-referencing. The tool
effectively identifies and categorizes services, providing a basis for vulnerability assessment.
While the tool did not find vulnerabilities for every service, it demonstrated the potential for
improving network security through automation. Future enhancements could include
integrating additional databases and refining service categorization.

References

1. R. Anandan, T. Nalini, Shwetambari Chiwhane, M. Shanmuganathan, R.
Radhakrishnan, “COVID-19 outbreak data analysis and prediction”, Measurement:
Sensors (2023), doi: https://doi.org/10.1016/j.measen.2022.100585, 2023

2. LohiS., AoteS.S., Jogekar R.N., Metkar R.M., Chiwhane S., “Integrating Two-Level
Reinforcement Learning Process for Enhancing Task Scheduling Efficiency in a
Complex Problem-Solving Environment”, IETE Journal of Research, 2023.
https://doi.org/10.1080/03772063.2023.2185298

3. ChiwhaneS., Shrotriya L., Dhumane A., Kothari S, Dharrao D., Bagane P., “Data
mining approaches to pneumothorax detection: Integrating mask-RCNN and medical
transfer learning techniques”, MethodsX, 2024, 12, 102692.
https://doi.org/10.1016/j.mex.2024.102692

4. Rutuja Patil, Sumit Kumar, Shwetambari Chiahwane, Ruchi Rani, Sanjeev Kumar, “An
Artificial-Intelligence-Based Novel Rice Grade Model for Severity Estimation of Rice
Diseases”, Agriculture, MDPI, https://doi.org/10.3390/agriculture13010047

5. Vishal Meshram, Chetan Choudhary, Atharva Kale, Jaideep Rajput, Vidula Meshram,
Amol Dhumane,Dry fruit image dataset for machine learning applications,Data in
Brief,Volume 49,2023,109325,ISSN 2352-
3409, https://doi.org/10.1016/j.dib.2023.109325.

6. Dhumane, A., Chiwhane, S., Mangore Anirudh, K., Ambala, S. (2023). Cluster-Based
Energy-Efficient Routing in Internet of Things. In: Choudrie, J., Mahalle, P., Perumal,
T., Joshi, A. (eds) ICT with Intelligent Applications. Smart Innovation, Systems and
Technologies, vol 311. Springer, Singapore. https://doi.org/10.1007/978-981-19-
3571-8_40

7. Dhumane, A.V., Kaldate, P., Sawant, A., Kadam, P., Chopade, V. (2023). Efficient
Prediction of Cardiovascular Disease Using Machine Learning Algorithms with Relief
and LASSO Feature Selection Techniques. In: Hassanien, A.E., Castillo, O., Anand, S.,
Jaiswal, A. (eds) International Conference on Innovative Computing and
Communications. ICICC 2023. Lecture Notes in Networks and Systems, vol 703.
Springer, Singapore. https://doi.org/10.1007/978-981-99-3315-0_52

8. Dhumane, A., Chiwhane, S., Tamboli, M., Ambala, S., Bagane, P., Meshram, V.
(2024). Detection of Cardiovascular Diseases Using Machine Learning Approach. In:
Garg, D., Rodrigues, J.J.P.C., Gupta, S.K., Cheng, X., Sarao, P., Patel, G.S. (eds)

Science Management Design Journal (www.smdjournal.com) 51



file:///C:/Users/janha/Downloads/www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design R DL

Journal Volume: 2
J IH di 1 Issue: 2
e a0 ournal Homepage: www.smdjournal.com Pages: 49-55

Advanced Computing. IACC 2023. Communications in Computer and Information
Science, vol 2054. Springer, Cham. https://doi.org/10.1007/978-3-031-56703-2_14

9. Dhumane, A,, Pawar, S., Aswale, R., Sawant, T., Singh, S. (2023). Effective Detection
of Liver Disease Using Machine Learning Algorithms. In: Fong, S., Dey, N., Joshi, A.
(eds) ICT Analysis and Applications. ICT4SD 2023. Lecture Notes in Networks and
Systems, vol 782. Springer, Singapore. https://doi.org/10.1007/978-981-99-6568-
7_15

10. A. Dhumane, S. Guja, S. Deo and R. Prasad, "Context Awareness in loT Routing,"
2018 Fourth International Conference on Computing Communication Control and
Automation (ICCUBEA), Pune, India, 2018, pp. 1-5, doi:
https://doi.org/10.1109/ICCUBEA.2018.8697685

11. Ambala, S., Mangore, A. K., Tamboli, M., Rajput, S. D., Chiwhane, S., & Dhumane, A.
"Design and Implementation of Machine Learning-Based Network Intrusion
Detection." International Journal of Intelligent Systems and Applications in
Engineering, (2023), 12(2s), 120-131. Retrieved from
https://ijisae.org/index.php/IJISAE/article/view/3564

12. Vayadande, K., Bhosle, A. A., Pawar, R. G., Joshi, D. J., Bailke, P. A., & Lohade, O.
(2024). Innovative approaches for skin disease identification in machine learning: A
comprehensive study. Oral Oncology Reports, 10, 100365.
https://doi.org/10.1016/j.00r.2024.100365

13.  Bal, A. U,, Bhosle, A. A., Palsodkar, P., Patil, S. B., Koul, N., & Mange, P. (2024).
Secure data sharing in collaborative network environments for privacy-preserving
mechanisms. Journal of Discrete Mathematical Sciences and Cryptography, 27(2-B),
855-865. https://doi.org/10.47974/JDMSC-1961 (ESCI)

14. Korade, N. B., Salunke, M. B., Bhosle, A. A., Kumbharkar, P. B., Asalkar, G. G., &
Khedkar, R. G. (2024). Strengthening sentence similarity identification through
OpenAl embeddings and deep learning. International Journal of Advanced Computer
Science and Applications (IJACSA), 15(4).
https://doi.org/10.14569/1JACSA.2024.0150485

15. M. V. R. M., Khullar, V., Bhosle, A. A,, Salunke, M. D., Bangare, J. L., & Ingavale, A.
(2022). Streamed incremental learning for cyber attack classification using machine
learning. In 2022 2nd International Conference on Innovative Sustainable
Computational Technologies (CISCT) (pp. 1-5). IEEE.
https://doi.org/10.1109/CISCT55310.2022.10046651

16. Sanchez, D. T., Peconcillo Jr, L. B., De Vera, J. V., Mahajan, R., Kumar, T., & Bhosle, A.
A. (2022). Machine Learning Techniques for Quality Management in Teaching
Learning Process in Higher Education by Predicting the Student's Academic
Performance. International Journal of Next-Generation Computing, 13(3).
https://doi.org/10.47164/ijngc.v13i3.837

Science Management Design Journal (www.smdjournal.com) 52



file:///C:/Users/janha/Downloads/www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design R DL

Journal Volume: 2
J IH di 1 Issue: 2
e a0 ournal Homepage: www.smdjournal.com Pages: 49-55

17. Patil, P. S,, Janrao, S., Diwate, A. D., Tayal, M. A., Selokar, P. R., & Bhosle, A. A.
(2024). Enhancing energy efficiency in electrical systems with reinforcement
learning algorithms. Journal of Electrical Systems, 20(1s).
https://doi.org/10.52783/jes.767

18. Patil, S. B., Talekar, S., Vyawahare, M., Bhosle, A. A., Bramhe, M. V., & Kanwade, A.
B. (2024). GTLNLP: A mathematical exploration of cross-domain knowledge transfer
for text generation for generative transfer learning in natural language processing.
Journal of Electrical Systems, 20(1s). https://doi.org/10.52783/jes.778

19. Gayakwad, M., Patil, T., Paygude, P., Devale, P., Shinde, A., Pawar, R., & Bhosle, A.
(2024). Real-time clickstream analytics with Apache. Journal of Electrical Systems,
20(2). https://doi.org/10.52783/jes.1466

20. Bhosle, A., Bhosale, V., Bhosale, S., Bhosale, A., Bhople, R., & Bhopale, R. (2023,
February). The ‘Cryptness’ Website: Encryption and Data Security Practical
Approach. In 2023 IEEE 3rd International Conference on Technology, Engineering,
Management for Societal impact using Marketing, Entrepreneurship and Talent
(TEMSMET) (pp. 1-5). IEEE.
https://doi.org/10.1109/TEMSMET56707.2023.10150140

21. Bhole, G., Bhingare, D., Bhise, R., Bhegade, S., Bhokare, S., & Bhosle, A. (2023,
January). System Control using Hand Gesture. In 2023 International Conference for
Advancement in Technology (ICONAT) (pp. 1-4). IEEE.
https://doi.org/10.1109/ICONAT57137.2023.10080493

22. Bhosle, A. A., Thosar, T. P., & Mehatre, S. (2012). Black-hole and wormhole attack in
routing protocol AODV in MANET. International Journal of Computer Science,
Engineering and Applications, 2(1), 45. https://doi.org/10.5121/ijcsea.2012.2105

23. Meshram, V., Meshram, V., & Patil, K. (2016). A survey on ubiquitous computing.
ICTACT Journal on Soft Computing, 6(2), 1130-1135. DOI:
http://doi.org/10.21917/ijsc.2016.0158

24. Dong, X., Patil, K., Mao, J., & Liang, Z. (2013). A comprehensive client-side behavior
model for diagnosing attacks in ajax applications. In 2013 18th International
Conference on Engineering of Complex Computer Systems (pp. 177-187). IEEE. DOI:
https://doi.org/10.1109/ICECCS.2013.35

25. Patil, K., Dong, X., Li, X., Liang, Z., & Jiang, X. (2011). Towards fine-grained access
control in javascript contexts. In 2011 31st International Conference on Distributed
Computing Systems (pp. 720-729). IEEE. https://doi.org/10.1109/I1CDCS.2011.87

26. Patil, K., Laad, M., Kamble, A., & Laad, S. (2019). A Consumer-Based Smart Home
with Indoor Air Quality Monitoring System. IETE Journal of Research, 65(6), 758-770.
https://doi.org/10.1080/03772063.2018.1462108

27. Shah, R., & Patil, K. (2018). A measurement study of the subresource integrity
mechanism on real-world applications. International Journal of Security and
Networks, 13(2), 129-138. https://doi.org/10.1504/1JSN.2018.092474

Science Management Design Journal (www.smdjournal.com) 53



file:///C:/Users/janha/Downloads/www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

YK Publishers

Science Management Design R DL

Journal Volume: 2
. Issue: 2
Journal Homepage: www.smdjournal.com Pages: 49-55

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

Patil, K., & Braun, F. (2016). A Measurement Study of the Content Security Policy on
Real-World Applications. International Journal of Network Security, 18(2), 383-392.
https://doi.org/10.6633/1JNS.201603.18(2).21

Patil, K. (2017). Isolating malicious content scripts of browser extensions.
International Journal of Information Privacy, Security and Integrity, 3(1), 18-37.
https://doi.org/10.1504/1JIPSI.2017.086794

Patil, K. (2016). Request dependency integrity: validating web requests using
dependencies in the browser environment. International Journal of Information
Privacy, Security and Integrity, 2(4), 281-306.
https://doi.org/10.1504/1J1PSI.2016.082120

Patil, D. K., & Patil, K. (2016). Automated Client-side Sanitizer for Code Injection
Attacks. International Journal of Information Technology and Computer Science,
8(4), 86-95. https://doi.org/10.5815/ijitcs.2016.04.10

Patil, D. K., & Patil, K. (2015). Client-side automated sanitizer for cross-site scripting
vulnerabilities. International Journal of Computer Applications, 121(20), 1-7.
https://doi.org/10.5120/21653-5063

Kawate, S., & Patil, K. (2017). An approach for reviewing and ranking the customers'
reviews through quality of review (QoR). ICTACT Journal on Soft Computing, 7(2).
http://doi.org/10.21917/ijsc.2017.0193

Jawadwala, Q., & Patil, K. (2016). Design of a novel lightweight key establishment
mechanism for smart home systems. In 2016 11th International Conference on
Industrial and Information Systems (ICIIS) (pp. 469-473). |IEEE.
https://doi.org/10.1109/ICIINFS.2016.8262986

Patil, K., Jawadwala, Q., & Shu, F. C. (2018). Design and construction of electronic aid
for visually impaired people. IEEE Transactions on Human-Machine Systems, 48(2),
172-182. https://doi.org/10.1109/THMS.2018.2799588

Kawate, S., & Patil, K. (2017). Analysis of foul language usage in social media text
conversation. International Journal of Social Media and Interactive Learning
Environments, 5(3), 227-251. https://doi.org/10.1504/1)SMILE.2017.087976

Patil, K., Laad, M., Kamble, A., & Laad, S. (2018). A consumer-based smart home and
health monitoring system. International Journal of Computer Applications in
Technology, 58(1), 45-54. https://doi.org/10.1504/1JCAT.2018.094063

Meshram, V. V., Patil, K., Meshram, V. A., & Shu, F. C. (2019). An Astute Assistive
Device for Mobility and Object Recognition for Visually Impaired People. IEEE
Transactions on Human-Machine Systems, 49(5), 449-460.
https://doi.org/10.1109/THMS.2019.2931745

Sonawane, S., Patil, K., & Chumchu, P. (2021). NO2 pollutant concentration
forecasting for air quality monitoring by using an optimised deep learning
bidirectional GRU model. International Journal of Computational Science and
Engineering, 24(1), 64-73. https://doi.org/10.1504/ijcse.2021.113652

Science Management Design Journal (www.smdjournal.com) 54



file:///C:/Users/janha/Downloads/www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design R DL

Journal Volume: 2
J IH di 1 Issue: 2
e a0 ournal Homepage: www.smdjournal.com Pages: 49-55

40. Meshram, V. A., Patil, K., & Ramteke, S. D. (2021). MNet: A Framework to Reduce
Fruit Image Misclassification. Ingénierie des Systemes d'Information, 26(2), 159-170.
https://doi.org/10.18280/isi.260203

41. Meshram, V., Patil, K., Meshram, V., Hanchate, D., & Ramteke, S. (2021). Machine
learning in agriculture domain: A state-of-art survey. Artificial Intelligence in the Life
Sciences, 1, 100010. https://doi.org/10.1016/j.ailsci.2021.100010

42. Meshram, V., & Patil, K. (2022). FruitNet: Indian fruits image dataset with quality for
machine learning applications. Data in Brief, 40, 107686.
https://doi.org/10.1016/j.dib.2021.107686

43. Meshram, V., Thanomliang, K., Ruangkan, S., Chumchu, P., & Patil, K. (2020).
Fruitsgb: top Indian fruits with quality. IEEE Dataport.
https://dx.doi.org/10.21227/gzkn-f379

44. Bhutad, S., & Patil, K. (2022). Dataset of Stagnant Water and Wet Surface Label
Images for Detection. Data in Brief, 40, 107752.
https://doi.org/10.1016/j.dib.2021.107752

45. Laad, M., Kotecha, K., Patil, K., & Pise, R. (2022). Cardiac Diagnosis with Machine
Learning: A Paradigm Shift in Cardiac Care. Applied Artificial Intelligence, 36(1),
2031816. https://doi.org/10.1080/08839514.2022.2031816

46. Meshram, V., Patil, K., & Chumchu, P. (2022). Dataset of Indian and Thai banknotes
with Annotations. Data in Brief, 108007. https://doi.org/10.1016/j.dib.2022.108007

47. Bhutad, S., & Patil, K. (2022). Dataset of Road Surface Images with Seasons for
Machine Learning Applications. Data in Brief, 108023.
https://doi.org/10.1016/j.dib.2022.108023

48. Sonawani, S., Patil, K., & Natarajan, P. (2023). Biomedical Signal Processing For
Health Monitoring Applications: A Review. International Journal of Applied Systemic
Studies, 44-69. https://dx.doi.org/10.1504/1JASS.2023.129065

49. Meshram, V., & Patil, K. (2022). Border-Square net: a robust multi-grade fruit
classification in loT smart agriculture using feature extraction based Deep Maxout
network. Multimedia Tools and Applications, 81(28), 40709-40735.
https://doi.org/10.1007/s11042-022-12855-7

50. Suryawanshi, Y., Patil, K., & Chumchu, P. (2022). VegNet: Dataset of vegetable
quality images for machine learning applications. Data in Brief, 45, 108657.
https://doi.org/10.1016/j.dib.2022.108657

51. Sonawani, S., & Patil, K. (2023). Air quality measurement, prediction and warning
using transfer learning based 10T system for ambient assisted living. International
Journal of Pervasive Computing and Communication, Emerald.
https://doi.org/10.1108/1JPCC-07-2022-0271

52. Meshram, V., Patil, K., Meshram, V., & Bhatlawande, S. (2022). SmartMedBox: A
Smart Medicine Box for Visually Impaired People Using loT and Computer Vision

Science Management Design Journal (www.smdjournal.com) 55



file:///C:/Users/janha/Downloads/www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design R DL

Journal Volume: 2
J IH di 1 Issue: 2
e a0 ournal Homepage: www.smdjournal.com Pages: 49-55

Techniques. Revue d'Intelligence Artificielle, 36(5), 681-688.
https://doi.org/10.18280/ria.360504

53. Meshram, V., Patil, K., Meshram, V., Dhumane, A., Thepade, S., & Hanchate, D.
(2022). Smart low cost fruit picker for Indian farmers. In 2022 6th International
Conference On Computing, Communication, Control And Automation (ICCUBEA) (pp.
1-7). IEEE. https://doi.org/10.1109/ICCUBEA54992.2022.10010984

54. Chumchu, P., & Patil, K. (2023). Dataset of cannabis seeds for machine learning
applications. Data in Brief, Elsevier, 108954,
https://doi.org/10.1016/j.dib.2023.108954

Science Management Design Journal (www.smdjournal.com) 56



file:///C:/Users/janha/Downloads/www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

