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Abstract:  

The rapid expansion of the Internet of Things (IoT) has led to a significant increase in 

connected devices, resulting in growing challenges related to efficient data transmission, 

energy consumption, and network scalability. Routing protocols and energy-efficient 

algorithms play a pivotal role in addressing these challenges, enabling IoT systems to optimize 

performance while minimizing power usage. This review provides a comprehensive analysis 

of recent advancements in IoT routing techniques and energy-efficient solutions, focusing on 

multi-objective optimization algorithms such as fractional gravitational search, grey wolf 

optimization, and hybrid salp swarm-differential evolution algorithms. Additionally, we 

explore context-aware routing, cluster-based methods, and the integration of machine learning 

to enhance decision-making in dynamic IoT environments. The review also highlights the 

critical role of energy-efficient routing in IoT applications, such as smart agriculture, 

healthcare, and smart cities, emphasizing its importance in prolonging network lifetime and 

reducing overall operational costs. The potential of blockchain technology and AI-driven 

algorithms to enhance security and energy efficiency in IoT networks is discussed, alongside 

future directions in green routing solutions. By addressing the complexities of IoT routing and 

energy management, this review aims to provide insights into the latest research trends and 

guide future innovations in IoT systems. 

Keywords: IoT algorithms, Smart agriculture, Green routing, Machine learning, Blockchain 

technology, IoT security, Network scalability 

 
1. Introduction:  
The Internet of Things (IoT) is reshaping industries and everyday life by enabling seamless 

communication among a multitude of devices. With billions of interconnected devices, the IoT 

ecosystem is evolving rapidly, leading to immense data generation and an unprecedented need 

for efficient networking solutions. At the core of IoT systems are two critical factors: routing 

protocols that govern data transmission and energy-efficient algorithms that ensure sustainable 

and long-term operation of devices. The need for energy efficiency is particularly vital in IoT 

due to the limited power resources of devices and the vast scale of deployment in various 

applications such as smart cities, agriculture, and healthcare [1]. 
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2. Importance of Routing in IoT Networks 
 

Routing in IoT networks differs significantly from traditional networking due to the dynamic, 

distributed, and resource-constrained nature of IoT devices. Unlike typical networks, IoT 

networks often involve low-power, low-bandwidth, and computationally limited devices that 

require specialized routing mechanisms to maintain network stability and performance [2]. The 

diversity of IoT applications, from smart homes to industrial automation, calls for adaptable 

and scalable routing protocols that can manage the varied requirements of data delivery, 

reliability, and latency [3]. One of the primary objectives of IoT routing is to ensure the reliable 

transmission of data while minimizing energy consumption. Energy-efficient routing 

algorithms aim to maximize the lifespan of IoT devices by reducing the power required for 

communication, which is often the most energy-consuming task for these devices. The 

challenges of efficient routing are magnified by the need to maintain connectivity in highly 

dynamic and resource-constrained environments [4]. 

 

3.Energy Efficiency in IoT Networks 
 

Energy efficiency is a cornerstone of IoT systems, primarily because most IoT devices rely on 

limited energy sources, such as batteries. Prolonging the network's lifespan and ensuring 

uninterrupted communication are key goals of energy-efficient algorithms [5]. In many IoT 

deployments, recharging or replacing batteries is impractical, especially in remote or hostile 

environments. Therefore, innovative energy-saving solutions are critical for maintaining 

operational efficiency over extended periods. Several energy-efficient algorithms have been 

proposed to reduce the power consumption of IoT devices. Among the popular approaches are 

clustering-based algorithms, where the network is divided into clusters, and a cluster head is 

chosen to aggregate and transmit data on behalf of the group. This reduces redundant 

communication and conserves energy [6]. The Low-Energy Adaptive Clustering Hierarchy 

(LEACH) is a widely studied example of such an approach, designed to prolong network life 

through randomized rotation of cluster heads [7]. Another energy-efficient approach is context-

aware routing, where the routing decisions are made based on real-time contextual information 

about the network, such as the remaining energy of nodes or network topology changes. These 

solutions aim to balance energy consumption across the network, ensuring that no single node 

is overburdened, which can lead to premature network failure [8]. 

 

4. Multi-Objective Optimization Algorithms for Routing and Energy 

Efficiency 

 

Multi-objective optimization plays a crucial role in designing IoT routing protocols. These 

algorithms aim to find an optimal balance between several conflicting objectives, such as 

energy consumption, data transmission reliability, and latency [9]. One such approach is the 

Fractional Gravitational Search Algorithm, which is a multi-objective optimization algorithm 

used to optimize the routing process by considering both energy efficiency and data 

transmission speed [10]. Another promising technique is the Grey Wolf Optimization (GWO) 

algorithm, which mimics the leadership hierarchy and hunting behavior of grey wolves to solve 

complex optimization problems [11]. GWO has been applied to IoT routing to improve network 

lifetime by balancing the load among nodes and selecting the most energy-efficient paths for 

data transmission [12]. Hybrid algorithms that combine multiple optimization techniques are 

also gaining popularity. For example, the Hybrid Salp Swarm-Differential Evolution Algorithm 
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merges two biologically inspired algorithms to enhance energy efficiency and routing 

performance in IoT networks [13]. 

 

5. Machine Learning and Artificial Intelligence in IoT Routing 
 

The integration of machine learning (ML) and artificial intelligence (AI) into IoT routing 

algorithms is a growing trend. ML and AI provide the capability to predict network conditions, 

optimize routing decisions, and adapt to dynamic network environments [14]. These 

technologies enable IoT networks to become more intelligent and autonomous, reducing the 

need for human intervention and improving overall network efficiency. Reinforcement learning 

(RL) is a particularly promising area of AI for IoT routing. In RL-based systems, agents learn 

optimal routing strategies through continuous interaction with the environment, which helps to 

minimize energy consumption and adapt to changes in the network [15]. For example, deep 

reinforcement learning has been applied to design energy-efficient and low-latency routing 

protocols that can scale with large IoT networks [16]. Similarly, clustering techniques driven 

by AI, such as K-means and fuzzy logic, allow for the dynamic creation of energy-efficient 

clusters based on node proximity, energy levels, and data transmission needs [17]. These 

techniques help reduce overall energy consumption while maintaining the desired quality of 

service for various IoT applications. 

 

6. Blockchain Technology in IoT Routing and Energy Management 
 

Blockchain technology, though traditionally associated with cryptocurrencies, is finding its 

place in the realm of IoT routing and energy efficiency. One of the significant advantages of 

blockchain is its ability to enhance the security of IoT networks, which are often vulnerable to 

attacks due to their distributed nature [18]. Blockchain can provide decentralized authentication 

and data integrity verification, ensuring that only trusted devices can participate in the network. 

Moreover, blockchain-based energy trading systems in smart grids are gaining attention for 

their potential to manage energy consumption in IoT-enabled environments [19]. In these 

systems, IoT devices can autonomously trade energy credits using smart contracts, optimizing 

energy usage and reducing waste. This not only improves energy efficiency but also promotes 

a more sustainable IoT ecosystem. The development of advanced algorithms for data analysis 

and decision-making in various fields, particularly through the integration of artificial 

intelligence (AI) and machine learning (ML) techniques, has led to significant improvements 

in areas such as healthcare, transportation, and cybersecurity. For instance, deep packet 

inspection in IoT networks has been optimized by utilizing recurrent neural networks to create 

an efficient forensic layer for network traffic analysis, providing enhanced security in IoT 

environments [24]. In medical image analysis, data mining approaches like Mask-RCNN and 

transfer learning techniques have been successfully integrated to detect pneumothorax, offering 

a promising direction in automated disease diagnosis [25]. Furthermore, stationary wavelet 

transform coupled with SpinalNet and optimization algorithms like the Tasmanian devil 

optimization has demonstrated significant potential in detecting diabetic retinopathy through 

fundus images [26]. The evolution of IoT devices has also facilitated innovations such as smart 

switches, which enhance energy efficiency and user convenience in smart homes [27]. In 

medical diagnostics, the classification of breast cancer using fractional optimization techniques 

such as the Pelican African Vulture Optimization algorithm on mammogram images marks a 

significant leap in accuracy and efficiency [28]. Similarly, ensemble learning techniques have 

proven effective in predicting diabetes, enabling earlier intervention and management of this 

chronic condition [29]. The advent of intelligent transportation systems like ELECTRA, which 
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leverages YOLO for electric vehicles, is transforming the landscape of urban mobility, 

promoting sustainable practices and reducing traffic congestion [30]. In education, machine 

learning algorithms have been employed to predict student placement status, aiding academic 

institutions in tailoring career guidance services [31]. ML algorithms have also made strides in 

detecting liver diseases, showcasing how data-driven approaches can improve healthcare 

outcomes [32]. In wildlife and environmental studies, computer vision techniques are being 

used to identify individual specimens among species, contributing to biodiversity conservation 

efforts [33]. Finger-vein authentication technologies have undergone comparative analysis, 

revealing different techniques' effectiveness in security applications, while advancements in 

adaptive thresholding extraction have enhanced robust ROI localization for better accuracy 

[34][35]. Additionally, the hybrid deep learning framework has significantly improved brain 

tumor detection, contributing to the early diagnosis and treatment of cancerous tumors [36]. 

Finger-vein segmentation technologies have also evolved, offering more secure and reliable 

biometric authentication systems [37][38]. In the automotive industry, IoT-based fuel 

monitoring systems have been proposed for future vehicles, enhancing operational efficiency 

and fuel management [39]. Furthermore, the COVID-19 pandemic has spurred research into 

outbreak data analysis and prediction, with AI models playing a key role in tracking the virus’s 

spread and informing public health strategies [40]. Research on dental datasets, including 

varying views of maxillary and mandibular teeth aspects, has provided a foundation for 

advancements in dental diagnostics [41]. AI-powered methods for predicting liver diseases 

have been comprehensively reviewed, highlighting their potential to transform healthcare 

through early detection and personalized treatment [42]. Privacy concerns in non-relational 

databases have also been studied, with patterns of violation identified and analyzed to improve 

data security [43]. The Sen-2 LULC dataset has facilitated land-use and land-cover studies 

using deep learning, contributing to environmental monitoring and resource management [44]. 

Intrusion detection techniques using machine learning have undergone comparative analysis, 

underscoring their importance in securing digital infrastructures [45]. Machine learning 

applications in agriculture, such as analyzing mint leaf conditions, have enabled better crop 

management and post-harvest quality control [46]. Additionally, research into addressing 

misclassification in deep learning through a merged net approach has shown promising results 

in improving model accuracy [47]. Alternate nostril breathing (Anuloma Viloma) techniques 

have been studied for their role in regulating blood pressure, offering non-pharmacological 

interventions for managing hypertension [48]. Hydroponic cultivation approaches have also 

been explored to enhance the secondary metabolite content in plants, which could revolutionize 

pharmaceutical and nutraceutical industries [49]. The impact of terrace gardens in mitigating 

the urban heat island effect and improving indoor thermal comfort has been studied using 

sensor-based datasets, presenting a green solution for urban sustainability [50]. Finally, 

machine learning has been applied to Indian currency recognition using image datasets, 

showcasing its potential in financial automation and counterfeit detection [51]. 

 

7. Challenges and Future Directions 

 

While significant progress has been made in IoT routing and energy efficiency, several 

challenges remain. One of the primary challenges is the scalability of IoT networks. As the 

number of IoT devices grows, routing protocols must be capable of handling vast amounts of 

data and managing resources efficiently [20]. Additionally, security remains a critical concern, 

particularly as IoT networks are increasingly integrated with critical infrastructures such as 

healthcare, transportation, and smart cities [21]. Future research directions in IoT routing and 

energy efficiency may focus on the integration of emerging technologies such as 5G, edge 
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computing, and quantum computing [22]. These technologies have the potential to 

revolutionize IoT networks by providing faster data processing, enhanced security, and 

improved energy efficiency. Moreover, green IoT solutions, which aim to minimize the 

environmental impact of IoT systems, are expected to play a significant role in the future 

development of IoT networks [23]. 
 

 
8. Conclusion:  
Advancements in AI, machine learning, and IoT technologies have brought transformative 

changes across diverse fields such as healthcare, cybersecurity, smart homes, and 

transportation. From improving disease detection with cutting-edge image analysis techniques 

to enhancing energy efficiency in IoT devices, these innovations are revolutionizing modern 

industries. The integration of optimized algorithms, such as deep learning and ensemble 

learning, has proven effective in solving complex problems, from medical diagnostics to urban 

sustainability. As these technologies continue to evolve, they promise to offer even greater 

benefits, driving efficiency, security, and sustainability across various sectors. 
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