Science Management Design R ALY

Journal Volume: 2
J IH di 1 Issue: 4
e a0 ournal Homepage: www.smdjournal.com Pages: 1-17

NetSentinel applications for website security

Atharv Ashish Talathi'*, Darshit Deepak Mehta®:, Vaidehi Thombare?!, Janhavi
Dhariya?!, Sahil Uday Daware!

Computer Engineering, Science & Technology, Vishwakarma University, Pune, India-411048

*Corresponding Author: athu812talathi@gmail.com

DOI: https://doi.org/10.70295/SMDJ.2411013

Article history: Received: 10/09/2024, Revised:19/09/2024, Accepted: 27/09/2024, Published Online:30/09/2024

Copyright©2024 by authors, all rights reserved. Authors agree that this article remains permanently open access
under the terms of the Creative Commons Attribution License 4.0 International License

Abstract:

NetSentinel is an extensive web security platform designed to scan, detect and protect websites
from potential vulnerabilities and cyber-threats. NetSentinel offers a proactive approach to
strengthen and safeguard the website’s security, in an era where data breaches and cyber-
attacks are common. The platform analyzes critical security features like SSL security validity,
DNSSEC implementation, threat detection, security headers, firewall, and open ports. The
main feature of the platform is the scoring mechanism, which assesses the website’s overall
security to ensure it is protected from potential threats. The scoring method assigns different
weights to the various security features according to their importance in the calculation. This
scoring system helps users focus on the most important vulnerabilities and gives clear, practical
advice on how to mitigate risks. Along with the main scoring feature the platform also includes
24 other critical security features which are Server location, Whois, DNS Data, DNS Records,
Archives, Carbon Footprint, TLS Cipher Suites, TLS Security Configuration, TLS Handshake
Simulation, Status, Traceroute, Blocklists, Pages, Social Tags, Headers, HSTS Check, Domain
Rank, Tranco Rank, Linked Pages, Mail Services, Redirects, Security Txt, Robots Txt.
NetSentinel breaks down complex information into a simple, easy to understand security score,
which makes security assessment easier. It also offers clear explanations of the issues and
provides step-by-step recommendations on how to fix them, helping users improve their overall
security without needing advanced technical knowledge to be possessed. Using this platform,
organizations can enhance their site’s ability to withstand cyber threats, ensuring data integrity
and secure communication. NetSentinel helps users take control of their web security by
balancing technical accuracy with easy-to-use interfaces, making it simple for everyone to stay
proactive about their safety online.
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Introduction:

In today’s technologically advanced world, the security of websites is a necessity, as they are
the key access points for the sensitive data and communication between the users and the
organization. Cyber threats, such as data breaches, malware, and phishing attacks are
happening more often and becoming more advanced, making them harder to detect and stop.
Therefore, it is necessary for website owners and administrators to regularly analyze and
bolster their security structure. NetSentinel is a powerful web security platform that tackles
these challenges, by offering set of tools to scan, detect, and protect websites from various
vulnerabilities. NetSentinel performs an in-depth analysis of key security components, such as
SSL certificates, DNSSEC, firewall, and open ports, while also checking for active threats and
security headers.

Key security components analyzed by NetSentinel include, but are not limited to:

e SSL Certificates: Ensure that data sent between the website and users is encrypted and
secure.

e DNS Security (DNSSEC): Protects your website’s DNS records from being tampered
with by attackers.

e Firewall Configurations: Controls what traffic can access your website, blocking
unauthorized users.

e Open Ports: Checks if any open network ports could let hackers into your system.
Security Headers: Adds extra protection to prevent attacks like stealing data or
hijacking a user’s session.

e TLS Cipher Suites: This makes sure your site uses strong, up-to-date encryption to
protect sensitive information from hackers.

e Web Application Firewall (WAF) Rules: The firewall acts like a gatekeeper,
monitoring all incoming traffic and blocking anything harmful.

e Threat Detection: It watches for known bad websites or phishing attempts that could
put your site or users at risk.

NetSentinel stands out because it uses a unique scoring system that rates each website's security
based on the number and seriousness of the issues it finds. This makes it easy to see how secure
your website really is. The system checks for factors such as the strength of encryption, network
exposure, presence of outdated components, and the likelihood of exploitation by attackers.
Each vulnerability is weighted based on its impact, helping website owners to focus on
addressing the most critical issues first [1-14].

Furthermore, NetSentinel not only identifies vulnerabilities but also provides recommendations
according to the website’s structure. Users will receive a list of preventative measures to ensure
effective mitigation of risks. The platform is designed in such a way that is user-friendly for
experienced security experts as well as for people without any prior technical knowledge. It’s
simple, easy-to-use interface makes web security easier for everyone [14-20].


file:///C:/Users/hp/AppData/Local/Microsoft/Windows/INetCache/IE/IS47BYW2/www.smdjournal.com

YK Publishers

Science Management Design R ALY

Journal Volume: 2
. Issue: 4
Journal Homepage: www.smdjournal.com Pages: 1-17

With regular monitoring, NetSentinel sends automatic security reports to keep you updated on
new threats and weaknesses. These reports show the current security status, ensuring the
necessary preventative steps are taken before attackers exploit the potential vulnerabilities.

Through its holistic approach to web security, NetSentinel helps users protect their websites
from various types of cyberattacks. It also keeps sensitive information safe, preserves uptime,
and builds trust with visitors. Whether it's a small business site or a big corporate platform,
NetSentinel provides tools and information necessary to maintain a robust security system and
to stay secure in a world with growing cyber threats [20-25].

Material and Methods:
a. Data Collection:
Data Collection is an important part of how NetSentinel works, it makes sure that its
security analysis is based on correct and updated information. The following methods
are used for data gathering:
e API Integrations:
= SSL Certificate Authorities: NetSentinel checks with SSL providers to
confirm if your certificates are valid, when they expire, and which
domains they cover.
= DNSSEC Validators: It works with DNSSEC tools to make sure your
domain names are properly secured and authenticated.
= Threat Intelligence Platforms: NetSentinel uses APIs from URLhaus
and Phishtank, they provide information about any threats, which helps
to detect any malicious activity has been performed on the domain
evaluated.
e \Webscraping techniques:
= Web scraping scripts are used to extract information from webpages
that give appropriate security configurations and threat reports, since
some APIs may not provide relevant information.
= Python libraries like Beautiful Soup and Requests libraries are used for
real time data collection and web scraping.
e Data processing: Data is processed to get accurate results. Data cleansing and
validation steps are implemented to resolve any errors that might occur during
the data collection phase.

b. Implementation:
The implementation of NetSentinel has been methodically structured to ensure robust
security analysis and user-friendly interactions. This section delves deeper into the
technologies, architecture, and methods used to develop and maintain the platform.
e Backend Development:
= Language and Framework: The backend is developed in Python,
leveraging the Flask framework. Flask's simplicity and extensive
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ecosystem make it ideal for developing lightweight and scalable web
applications. The choice of Python aligns with the platform's need for
comprehensive data handling and integration with various security-
focused libraries and APIs.

= Modular Structure: The backend is divided into distinct modules to
ensure maintainability and scalability:

» WHOIS Data Module: Utilizes Python’s whois library to
extract domain registration data, including registrant
information and expiration details

» DNS Record Analysis: Built using dns-python to check
DNSSEC status and verify domain configurations.

» SSL/TLS Verification: Custom scripts employing ssl and
socket libraries to establish TLS handshakes, checking for
certificate validity, issuer details, and cipher strength.

» Port Scanning: A lightweight port scanner using the socket
library to identify open and potentially vulnerable ports.

» Threat Intelligence Integration: API calls platforms like
PhishTank and URLhaus for identifying reported threats and
malicious activity associated with the target domain.

» Security Headers Evaluation: Uses requests and header analysis
functions to verify the presence and proper configuration of
headers such as Content-Security-Policy, X-XSS-Protection,
and X-Frame-Options.

Table — 1 Sample Data

Website URL SSL Certificate | DNSSEC Open Threats Detected
Validity Status Ports

https://www.google.com | Valid Disabled 80, 443 Phishing Detected

https://www.foxnews.com | Valid Enabled 80, 443 None

https://www.cricbuzz.com | Valid Enabled 80, 443 None

= Data Processing Pipeline: Data collected from different modules is
aggregated and preprocessed to ensure accuracy and consistency. The
pipeline includes:
» Data Cleansing: Removing duplicate records and normalizing
data formats using pandas for streamlined processing.
» Validation and Error Handling: Implementing exception
handling to manage issues such as unreachable domains or API
rate limits.
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= Communication Management: Flask-CORS is configured to handle
Cross-Origin Resource Sharing, enabling smooth interaction between
the backend and frontend. This ensures secure and efficient data flow
across different web clients.
e Frontend Development:
= Interface Design: The frontend is developed with a focus on user
experience and accessibility:
» Markup and Styling: Utilizes HTMLS5 and CSS3 for a clean and
responsive layout. Lightweight CSS frameworks, such as
Bootstrap, are optionally employed for consistent styling and
responsive design elements.

W Netsentinel

-

Enter your link

Fig. 1: Homepage of Website

= Dynamic User Interaction: JavaScript is the primary language for
handling client-side interactivity:

» AJAX Calls: Asynchronous JavaScript calls are used to
communicate with backend endpoints, enabling real-time data
retrieval and minimizing page reloads.

» Visualization Tools: Libraries like Chart.js and D3.js are
integrated for displaying visual representations of the security
score, open ports, and other analysis data.

e Data Aggregation and Reporting:
= Data Integration: Data is collected from multiple trusted sources:

» API Responses: Data from SSL certificate authorities,
DNSSEC validators, and threat intelligence providers.

» Web Scraping: Custom scripts using Beautiful Soup and
Requests libraries to extract additional security-related
information.

= Data Consolidation: The backend consolidates the data into a unified
report:


file:///C:/Users/hp/AppData/Local/Microsoft/Windows/INetCache/IE/IS47BYW2/www.smdjournal.com

Science Management Design S S

Journal Volume: 2
J IH di 1 Issue: 4
e A ournal Homepage: www.smdjournal.com Pages: 1-17

» Aggregation Logic: Combines structured data from APIs and
unstructured data from web scraping.

» Data Transformation: Formats data into human-readable
insights, with the pandas library performing transformations
such as sorting, filtering, and merging datasets.

e Scoring System:
= Weighted Scoring Model: A unique weighted scoring algorithm
evaluates the security status of websites:

» SSL Certificates: High weight due to their role in securing data
transmission.

» Threat Detection: Assigns a negative weight if threats are
identified, reflecting the critical impact on overall security.

» Other Features: DNSSEC, firewall settings, and security
headers receive weights based on their contribution to overall
security.

» Calculation Method: The system aggregates scores by
multiplying each component's evaluation result by its weight
and summing the results to provide a comprehensive score.

= Customizability and Transparency: The scoring system allows users to
understand the rationale behind their scores through a detailed
breakdown. Each security feature is documented with explanations and
recommendations, ensuring transparency.

= Recommendations Module: The platform provides tailored
recommendations to improve security. These suggestions are derived
from best practices, helping users address detected issues such as
expired SSL certificates or misconfigured headers.

S Matrich

Fig. 2: Score Section
e Deployment and Maintenance:
= Hosting and Scalability:
» Hosting: The application is hosted on Amazon EC2 instances,
chosen for their scalability and reliability.
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» Load Balancing: A load balancer is configured to distribute
incoming traffic evenly, ensuring minimal response time and
high availability.

= Domain and DNS Configuration:
Domain Management: The application is hosted by netsentinel.in, with
DNS records set for redundancy and performance optimization.

= Continuous Integration and Deployment (C1/CD):
The project follows CI/CD practices using platforms like GitHub
Actions or Jenkins, ensuring that new features and patches are
deployed seamlessly.

= Monitoring and Updates:

» Monitoring Tools: Integrated monitoring solutions, such as
Prometheus and Grafana, provide insights into system health
and performance.

» Scheduled Updates: Regular updates keep the system aligned
with the latest security trends and technologies.

e Testing and Quality Assurance:
= Unit and Integration Testing:

» Unit Tests: pytest framework is employed to test individual
functions and ensure they work as intended.

» Integration Tests: Comprehensive tests check the compatibility
of different modules and the data flow between frontend and
backend.

= User Acceptance Testing (UAT): Feedback from beta testers is
incorporated to improve user experience and identify any functional
gaps.

= Load Testing: Simulated load tests are conducted using tools like
Apache JMeter to ensure the system can handle multiple concurrent
users.

e Future Enhancements:

= Advanced Threat Detection: Plans to integrate machine learning
algorithms to predict potential threats based on historical data trends.

= Real-Time Alerts: Adding a notification system to alert users
immediately when a significant vulnerability or threat is detected.

= Expanded API Integrations: Incorporating additional security APIs and
data sources to enhance the platform's analysis capabilities.
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Fig. 3: System Architecture
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c. System Workflow:
e User Input:
= The user inputs the URL of the website they wish to analyse into the
NetSentinel web interface.
e Request Handling (Frontend to Backend):
= The user-submitted URL is sent from the frontend (via AJAX) to the
backend server for processing.
= The Flask framework handles the HTTP POST request and begins the
data collection process.
e Data Collection Process:
= SSL Certificate Check:
The system communicates with SSL certificate authorities through
their APIs to verify the website's SSL certificate status, validity, and
expiration date.
= DNSSEC Validation:
The backend checks DNS records using DNSSEC validation APIs to
ensure authenticity and security.
= Threat Detection:
APIs from threat intelligence sources like URLhaus and PhishTank are
queried for any reports of malicious activity related to the domain.
= Custom Web Scraping:
Web scraping scripts using Beautiful Soup and Requests libraries
gather security headers, open port details, and other configurations if
not available via API.
e Data Processing:
= Collected data undergoes cleansing to ensure consistency.
= The backend applies custom algorithms to evaluate and score the
different security components based on predefined weights.
e Scoring Mechanism:
= The system calculates a security score using the weighted scoring
model.
= Each component (e.g., SSL certificates, DNSSEC, threat reports) is
assigned a weight, and the overall score is the sum of these weighted
scores.
e Result Generation:
= The processed data and overall score are formatted into a detailed
report.
= Recommendations for security improvements are generated and
included in the report.
e Report Display:
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= The detailed report is sent back to the frontend, where the user
interface presents the results.

= Users can view the overall score, individual component evaluations,
and tailored recommendations.

User Input
(Website URL)

l

Data Collection
-API Integration
*SSL Certificate Authorities
*DNSSEC Validators
*Threat Intel Platforms
-Web Scrapping
*Beautiful Soap
*Requests Library

P

Data Processing
-Data Cleansing
-validation

po—

Analysis Engine

=SS5L/TLS Checks

~DNSSEC Evaluation

-Firewall Analysis
-Security Headers Evaluation
-Threat Detection

=

Scoring System
-Weighted Scoring
-Aggregated Scoring

=

Recommendation Module
-Actionable Insights
-Security Guidance

=

Report Generation
-User friendly analysis report

l

Output
-Display Report
-Recommendations

Fig. 4: Block Diagram

d. Deployment and Maintenance Hosting Infrastructure:

Hosting Infrastructure:

The platform is hosted on Amazon EC2, a cloud service that allows the system
to handle many users at the same time and is easily scalable if needed. It is
used to support Flask applications, for efficient request handling and uptime.
Domain management:

The website is accessible via the domain netsentinel.in, with DNS records
configured for reliability and performance.

Continuous Monitoring:

10
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Regular monitoring of the platform is conducted to ensure that it remains up to
date with the latest security standards and best practices.

Results and Discussion:

NetSentinel has helped us get a clearer picture of how secure websites really are by examining
important security features. We discovered that many websites either don’t have the right SSL
certificates or are using outdated ones, which puts users' data at risk. While a lot of websites
use SSL for protection, we found that fewer are using DNSSEC. DNSSEC is important because
it helps prevent attacks that could trick users into visiting fake sites. This means that even with
some security measures in place, many websites are still at risk from certain types of attacks.
By partnering with external threat intelligence sources like URLhaus and Phishtank, we can
easily spot active threats, dangerous websites, and compromised servers. This teamwork helps
us protect users better and improve overall website security. Our scoring system gives us a way
to measure how secure a website is. For instance, websites that have secure SSL certificates,
active DNSSEC, valid security headers, and few threats score higher. On the other hand,
websites with open ports, unconfigured firewalls, or known threats see their scores drop. This
helps us identify where improvements are needed so we can make websites safer for everyone
[25-45].

The scoring model focuses on protection by giving advice for any improvement. For example,
websites that don’t have proper HTTP headers or have weak TLS configurations will be given
proper recommendations to improve the security structure of the website. These findings
support the fact that a multi-layered security approach is necessary to safeguard websites
effectively.The discussion also proves that many websites often ignore basic security measures
due to either lack of awareness or since it is expensive to implement it [45-51].

NetSentinel works as a comprehensive tool to address these issues and provides practical steps
to mitigate vulnerabilities and improve the overall website security.

TS s
Security Conhguration Hitrduhibs Sirlation

11
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Fig. 5: Results Page

Conclusion:

The NetSentinel platform helps meet the growing need for thorough website security checks
by providing a detailed look at several key security features. Its scoring system assesses things
like SSL certificates, DNSSEC, potential threats, security headers, TLS settings, open ports,
and firewalls. This gives website owners a clear idea of how secure their site is. It not only
shows where vulnerabilities are but also gives practical suggestions for improvement, making
it a helpful tool for administrators who want to keep their sites safe from cyber threats. Our
analysis found that while many websites use SSL for protection, they often ignore other
important security measures like DNSSEC and proper security headers. This is a problem
because it means they may not be fully secure. We also discovered that when threats are
detected, a website’s security score drops. This highlights the need for websites to be proactive
in finding and addressing potential threats to improve their overall security. By providing
detailed information and easy-to-understand recommendations, NetSentinel helps the users to
improve their defense mechanism against any potential vulnerabilities. As we see the
increasing cyber-attacks around the world it very necessary for websites to improve their
overall security posture and be aware of the potential threats and Net sentinel’s adaptive and
multi-layered approach does the exact job. In conclusion, NetSentinel proves to be an effective
and essential tool for maintaining website security in today’s increasingly hostile
online environment.
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