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Abstract:

Autonomous vehicles rely on accurate sign recognition systems to navigate and respond
effectively to various road conditions. However, these systems can be vulnerable to adversarial
attacks, where small, often imperceptible changes to images cause significant
misinterpretations by algorithms. To address this vulnerability, we introduce a dataset
specifically designed to evaluate and improve the resilience of sign recognition models under
adversarial conditions. This dataset includes high-quality images of standard traffic signs and
corresponding distorted versions created using custom noise-generating algorithms that
simulate real-world perturbations, such as added noise, visual occlusions, and other subtle
alterations. The images were sourced from reputable online datasets and were resized to a
uniform dimension of 32 x 32 pixels to maintain consistency for training and evaluation
purposes. The dataset is structured to provide researchers and developers with a vital tool for
training and testing autonomous vehicle recognition systems. By analyzing performance across
both the original and altered images, researchers can enhance the robustness and reliability of
these systems, making them better equipped to handle adversarial scenarios.
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1. Introduction:

Picture a future where cars drive themselves, no need for a human driver. These are
autonomous vehicles, the next big thing in transportation. But for them to navigate safely, they
need to understand the signs they see on the road. However, there's a hitch: these smart cars
can be fooled. Even a tiny tweak to a sign's image can throw them off, causing them to
misinterpret what they see. This is a big problem we're facing. To tackle it head-on, we've taken
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a proactive step. We've compiled a comprehensive dataset featuring original images of road
signs alongside altered ones, deliberately distorted with noise and other changes. This dataset
serves as a crucial tool for researchers and engineers working on autonomous vehicle
technology [1-10]. It allows them to test and refine sign recognition algorithms under
conditions that mimic real-world challenges. By doing so, we're paving the way for safer and
more reliable self-driving cars, making our roads a safer place for everyone.

Table 1: Specification table

Subject

Autonomous Vehicle Sign Recognition: A Dataset with Original and
Distorted Images

Specific subject area

Normal Traffic Sign and Distorted Traffic Sign Dataset

Type of data Traffic sign Boards

How data were | The dataset was obtained from online repositories containing images

acquired of road signs. These images were sourced from various locations and
environments, providing a diverse representation of real-world
signboards.

Data format Raw images were downloaded from online datasets in JPG format.

They were then subjected to various distortions, such as noise and
manipulations, to simulate adversarial conditions.

Description of data
collection

The dataset comprises original signboard images alongside variations
distorted by noise and other manipulations. These images represent a
range of sign types commonly encountered on roads.

Data source location

Online repositories or datasets

Value of data

The Traffic sign dataset contains 17000 Medium-quality images of 30 different types of traffic
sign board and 3 different dataset one containing normal images, one containing mix images
and one containing only noise images.
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Traffic sign images of some of the most common signs used everywhere in the world are
included in the dataset [11-16].

This is the first dataset which contains both the normal sign board and disturbed noise traffic
signs boards.

The dataset can be used by researchers to train, test, and validate their machine learning
solutions to classify traffic signs as per their quality.

Data Description

The dataset addresses the vulnerability of autonomous vehicle sign recognition systems to
adversarial attacks, where small alterations in sign images can deceive the system. It includes
both original signboard images and altered versions with added noise and other modifications
to simulate adversarial conditions accurately. This dataset serves as a valuable resource for
researchers and developers, enabling them to train and assess sign recognition algorithms in
environments that mimic real-world adversarial conditions.

Figl: Danger Ahead Sign (Normal) Fig2: Danger Ahead Sign (With Noise)
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Fig 3: No Entry (Normal) Fig 4: No Entry(With Noise)
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Fig 7: Data acquisition process image
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Fig 8: Preprocessing of data

2. Material and Methods:

2.1. Experimental Design

The dataset acquisition involved capturing original signboard images and then subjecting them
to various modifications to simulate adversarial conditions. These alterations included adding
noise and making other changes to the images. The process aimed to create a diverse dataset
that accurately represents the challenges faced by autonomous vehicle sign recognition systems
in real-world scenarios.

The dataset aims to provide researchers and developers with a comprehensive resource for
testing and improving sign recognition algorithms, ultimately enhancing the resilience and
dependability of autonomous vehicle systems in real-world scenarios [17-35].

2.2. Materials or Specification of Image Acquisition System

The dataset of adversarial conditions for fooling autonomous vehicles was acquired directly
from online sources rather than using a camera for image capture. Instead of capturing images,
we retrieved datasets containing signboard images from various online repositories.

For generating adversarial images, a noise code was utilized to simulate real-world scenarios
where noise is added to traffic images and specific spots on the signboards. This noise code
was applied to the original signboard images to create altered versions, mimicking adversarial
conditions.

Table 2: Specification of Image Acquisition System

SR No Acquisition Method Details

Science Management Design Journal (www.smdjournal.com) 6



www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design S S

Journal Volume: 2
J IH di 1 Issue: 5
e ourna omepage: www.smdjournai.com Pages: 1-17
1 Image Source Online repositories
2 Noise Generation Custom noise code applied to
original images

This approach enabled the creation of a diverse dataset of signboard images, both original and
altered, to train models for recognizing and mitigating adversarial attacks in autonomous
vehicle systems.

Table 3: Dataset details.

Types of Signboard [ Number of Images for Each | Sample Images
Classes Denomination

Bus stop 220

Danger Ahead 26

First Aid Stop 607

Give Way 201

No Entry 363

No Horn 731

No left turn 201

No Overtaking 329
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No Parking 201
No Right Turn 201
No Stopping 546
One Way 402
Parking 600
Petrol Pump 616
Roundabout 229
Slope 452

Speed Limit (5 Km | 118
H)

Speed Limit (15 Km | 40
H)

Speed Limit | 80
(30Kmh)

Speed Limit (40 Km | 386

H)

Speed Limit (50 Km | 112
H)

Speed Limit | 194
(60Kmbh)
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Speed Limit | 78
(70Kmbh)
Speed Limit | 164
(80Kmh)
Stop 65
Telephone 602
Traffic Signal 62
Turn Left 219
Turn Right 301 1
Zebra Crossing 196
Total 8542
2.3. Method

The process of compiling the dataset for Autonomous Vehicle Sign Recognition involved
several crucial steps aimed at ensuring its quality and relevance for researchers and developers
in the field of autonomous vehicle technology.

Initially, signboard images were collected from a variety of online sources, including public
repositories and databases, to capture a diverse range of real-world scenarios. These images
were selected to represent various types of signs, lighting conditions, weather conditions, and
environmental settings commonly encountered on roads worldwide.

To simulate adversarial conditions, distorted versions of the original signboard images were
generated using a custom noise code. This code introduced alterations such as noise and spots
on the signboards, challenging the robustness of sign recognition algorithms.

Following the acquisition and generation of images, meticulous image preparation was
conducted to ensure consistency and uniformity within the dataset. Both the original and
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distorted signboard images were resized to a standardized dimension of 32 x 32 pixels using a
Python script. This standardization process facilitated easier processing and analysis of the
dataset while maintaining image quality and integrity.

The dataset for Autonomous Vehicle Sign Recognition represents a significant effort to
advance the state-of-the-art in autonomous vehicle technology. Through meticulous data
collection, generation, and preparation, this dataset will contribute to the development of safer
and more reliable autonomous vehicles in the future.
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Fig 9: ML Model Using VGG16 Confusion Matrix
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Fig 11: Sample Result
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Fig 13: Training and Validation Loss

Classification Report:
precision recall fi-score support

Bus Stop 1.00 0.98 0.99 206
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Fig 14: Classification Report

Science Management Design Journal (www.smdjournal.com) 13



www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design R DL

Journal Volume: 2
J IH di 1 Issue: 5
oy ournal Homepage: www.smdjournal.com Pages: 1-17

3. Results and Discussion:

The dataset, comprising original and adversarial altered traffic sign images, was evaluated to
test the effectiveness and robustness of sign recognition models. Initial testing with pre-trained
convolutional neural network (CNN) models demonstrated that while standard models
performed with high accuracy on original images, their performance notably degraded when
presented with adversarial modified images. The models, which could previously identify signs
with over 95% accuracy, saw a significant drop in accuracy, with results ranging between 55%
to 70% when facing noise and spot distortions.

The adversarial images introduced noise patterns, occlusions, and various modifications
designed to mimic real-world perturbations. These distortions were effective in challenging the
recognition algorithms, revealing the susceptibility of conventional deep learning models to
even minor alterations in image data. It underscored the necessity for more robust training and
evaluation methods that factor in potential adversarial conditions.

In response to these findings, experiments were conducted using data augmentation techniques
during training. By incorporating adversarial examples into the training set, models
demonstrated improved resilience, with recognition accuracy increasing to between 80% and
85% on distorted images. These results suggest that integrating adversarial training can be a
powerful strategy to fortify sign recognition systems against real-world challenges.

The results highlight the critical importance of preparing autonomous systems for unexpected
visual anomalies. Robust sign recognition is crucial for the operational safety of autonomous
vehicles. The dataset serves as a foundation for developing and refining algorithms that can
better withstand adversarial interference, ultimately contributing to safer self-driving
technology. Future work will focus on enhancing model architectures and exploring additional
techniques such as generative adversarial networks (GANSs) to create more sophisticated
training datasets.

4. Conclusion:

The research presented demonstrates the vulnerability of sign recognition systems in
autonomous vehicles when exposed to adversarial conditions. Through the creation and
evaluation of a dataset featuring both original and noise-altered traffic sign images, it was
evident that conventional sign recognition models suffer significant performance drops when
subjected to perturbations. This study highlights the importance of building more resilient
recognition systems that can maintain high accuracy even in less-than-ideal conditions.

The use of adversarial training proved beneficial in partially restoring model performance,
suggesting that incorporating noise-affected images during the training phase can bolster a
model's ability to handle real-world adversarial attacks. This approach, combined with robust
data augmentation and further refinements to network architectures, can enhance the

Science Management Design Journal (www.smdjournal.com) 14



www.smdjournal.com
file:///D:/Yogesh/My%20Publication/SMD%20Journal/www.smdjournal.com

Science Management Design R DL

Journal Volume: 2
J IH di 1 Issue: 5
oy ournal Homepage: www.smdjournal.com Pages: 1-17

dependability of sign recognition systems.

In conclusion, as autonomous vehicle technology continues to advance, ensuring its ability to
operate safely in diverse and unpredictable environments remains a top priority. The findings
underscore the need for ongoing research and development in creating models that are resistant
to adversarial inputs. The proposed dataset serves as a stepping stone for further exploration
and innovation, ultimately contributing to the advancement of safer, more reliable self-driving
systems. Future work should focus on expanding the dataset with more complex modifications
and experimenting with novel defensive mechanisms to provide comprehensive solutions for
adversarial robustness in autonomous driving applications.
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